DMC TECHNOLOGY GROUP
16 Ways to protect your business
from a

Cyber Attack!

PASSWORDS
Password security policies protect against
unauthorized network access. What is your
current password policy?

SECURITY ASSESSMENT
Information Technology Security Assessment
is an explicit study to locate IT security
vulnerabilities and risks. When was your
last assessment? _______________________

SPAM EMAIL
Email spam, also known as junk email, are
unsolicited messages sent in bulk by email.
How do you prevent spam?

SECURITY AWARENESS TRAINING
Security awareness is the knowledge and
attitude members of an organization possess
regarding the protection of the physical,
and especially informational, assets of the
organization.

ADVANCED ENDPOINT
DETECTION & RESPONSE
Anti-virus software is no longer enough.
Advanced Endpoint Detection & Response is
a critical security layer.

MULTI-FACTOR AUTHENTICATION
Multi-factor authentication is an
authentication method in which a computer
user is granted access only after successfully
presenting two or more pieces of evidence to
an authentication mechanism.

COMPUTER UPDATES
Keeping current with Microsoft security
patches is recommended. What is your
patching policy?

WEB GATEWAY SECURITY
A secure Web gateway is primarily used
to monitor and prevent malicious traffic
and data from entering, or even leaving, an
organization’s network.

MOBILE DEVICE SECURITY
Security measures designed to protect
the sensitive information stored on and
transmitted by smartphones, tablets, laptops
and other mobile devices.

FIREWALL
In computing, a firewall is a network security
system that will monitor, and control
incoming and outgoing network traffic based
on predetermined security rules.

ENCRYPTION
encryption is the process of encoding a
message or information in such a way that
only authorized parties can access it.

BACKUP
Backups should include a primary backup
as well as off-site backup. Are you protected
with an off-site backup?

DNS SECURITY
DNS Security Extensions (DNSSEC) protects
against attacks by digitally signing data to
help ensure its validity. In order to ensure a
secure lookup, the signing must happen at
every level in the DNS lookup process.

CLOUD-BASED MULTI ENGINE SANDBOX
FOR ZERO DAY ATTACKS
A cloud-based multi-engine sandbox works
in conjunction with your Firewall and is
designated to discover and stop unknown,
zero-day attacks such as ransomware at the
gateway with automated remediation.

EMAIL ADVANCED THREAT PROTECTION
Advanced threat protection (ATP) for
email is a cloud-based security service
that protects organizations from incoming
threats such as spam, phishing, malware and
other dangerous or malicious codes trying to
gain access to your company’s systems.
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CYBER INSURANCE – Protect your income and business with cyber damage and recovery insurance policies.
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INCLUDED IN DMC MANAGED SERVICES.
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